Business Continuity Management in Practice:
In the case of SCG
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In the case of SCG
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2011: Year of Disruptions f
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2011: Year of Disruptions
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Disruptions vs. BCM

If you wait for a crisis to begin to lead,

it's too late. — Robert Scott

Morgan Stanley — 9/11
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Introduction to BCM

Business Continuity Management (BCM)
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Introduction to BCM

gaun1saiaauan
LLRYLUITUNY
(External Situation & Trends)

NN3ENLHURNS
(Business Operation)
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WIATFIURINA LAYUDLIAY T\
(International Standards &
Regulations)




Introduction to BCM

AIBENNE NEAANATN

Physical Related Operational Related IT Related 3rd Party Related
= Earthquake = Major Accidents: = Air Conditioning Failure = Disruption to suppliers
= Fire = Production line = Hardware Failure or vendors
= Flood = Transportation or = Disk Storage Failure . D|srl.fdpt|on to Utilities
TR provider
= Tornado & Hurricane distribution = Damage to - o S
. = Chemicals Spill Communication services  -'°ruptionto arty
Snow Storm ' I I . ) outsourcing
" . = Environmenta = Failure of networ
= Utility failure . i d
Contamination components Unrellafble 31 party
= Pandemic . N operation
= Failure of Critical = Lack of Power Supply _
= Bombing BEaEG = Failure of Contract
= Computer viruses Renewal

= Bomb Threat * Product Liability Issues = Cyber terrorism, Hacker

= Kidnapping = Labor Strike attacks

" Act of Political Riot = Community Protest = Security Breach

= Theft = Wrong Application
= Terrorism Deployment
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Introduction to BCM

BCM Approach
understanding
the organisation
1. nsvineuanlaasans : . ~
(Understanding the Organization) s, determiniig
U el T
2. ANSAUUANALNS , .
(Determining BCM Strategies) S nexuioring and

a BCM responze

a va

3. Aaswsunazinnszuluni1s BCM 1udufiié
(Developing and Implementing BCM Response) Source: BS 25999

4. nrsvadau Usuilsy narnunmiu
(Exercising, Maintenance and Review)
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Introduction to BCM

* A triggering
incident is
identified as
having the
potential to
impact people
and business
operations

sraziAaUuN g

(The Alert
Phase)

sTaLING 6
(The Invocation
Phase)

* The threat impact
at the location. All
related teams
take appropriate
actions to handle
the situation,
ensure safety to
bring the situation
under control

srazlun
(Business

Continuity/
Recovery

Phase)

* After the situation
is under control,
all related teams
take appropriate
actions to
continue the
business
operations

ANTAIRN1TNLINaA (Crisis Management): wiv'lstilu 4 5

szazilné

(Close-Out and
Feedback

Phase)

* Once the situation
is returning to
normal, the
appropriate
actions are taken
to resume normal
operation
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Introduction to BCM

AsaauduadaalIngi (Crisis Response)

Intensity ER - Emergency Response
CM - Crisis Management

BC - Business Continuity

Timeline

?
The Invocation \ Business \\ Close-Out
The Alert Phase Phase Continuity/ , and )
Recovery Phase / Feedback Phase /
—/
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Introduction to BCM

nsnauduadInadIngé (Crisis Response)

\\ o J Iy all a a v
é?\?ﬁﬂ?'ﬂ?uZ?/i@/lﬁé?ﬂ?/)ﬁ?&”%??/]?daaﬂl75’\777f7£7ﬁ)5)?£/ﬂ75

unilaur (ER: Emergency Response 1l§jiifin15a3a1:3u)

I T UL EIITEEISLAEIIUDIAITLOTEINATT

?

gsAanelaaniizingd (Bcm) !
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Introduction to BCM

sy aaidtunsvin BCM

sz 1211165

. amm‘tm'\ﬂa'\nn'\svl,ummsamﬁsm“l,mamamaLuag
. amm‘tmmmaummmum ity AdalseAunasgedu 0 ‘
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...reducing the impact of risk factors on the company performance:

Detection &
. Response |

with BCM Recovery minimized & Full Impact avoided

Detection Full Impact

without BCM

Performance
(e.g plant utilization)

Disruptive
Event

&
L

| Hecnveg |

Time

Key Point:

» “The estimated amount of money that can be saved in post-disaster reconstruction = $7, for every 15
S1 spent on mitigation” - James Lee Witt, former FEMA Director



Introduction to BCM

BCM Standard

BfZ BS 25999

. UK: e

— British Standards Institution (BSI), BS 25999

T

SR —
N—

-—f, —e

« Thailand:
— TIS 22301-2553 Business continuity management systems

 Australia/NZ:

— AS/NZS 5050-2010 Business continuity - Managing
disruption-related risk

— HB 292-2006 : A practitioners guide to business continuity
management.

.
&

ANZ 5050 W/

— s .

o

« ISO:

— IS0 22301: "Societal security - Preparedness and Continuity Management

Systems — Requirements” June 2012 »



BCM in SCG

ANTWENUY BCM 21a9 SCG

1l 2540 :

7l 2553 :

e mv e v ae o s a o . . ECONOMIC
INQOANELNNY UIPNLIAUINATUINITANULIEIAIUNTIILIU GRIS_IS:

Jngeautuastnas SCG Tu'laTunansynuann
LATSAALAN

wnAsaliuNanvnisidias - usEnldldsuasunisuimsannisiuniig
inaé (Crisis Management) doiflunisdanisidesu da saluAatleymn
LLmaan'smsamm'suauaamﬂﬂmnaunﬂﬂamumu"lmLaﬂ"luﬁsna

WU vIENHeraAINNnsTanlun1sliuInITanan waznsinsadasns
AUNITNIIU
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BCM in SCG

ANTWENUY BCM 21a9 SCG

7l 2553 1 &nwn BCM mumuaoaﬂqmmomsmaa Lwaﬂmmml,aﬂa A1 AT
ammmumaanm u,aul,waaswmmuum‘lunnsnnmumaﬁsna

Process Assets Technology Communication Information

Initiate business Ongoing
continuity LI EE PIRTE @ Jrgerues Embed BCM assurance &

the business strate the strate :
management gy gy maintenance

BCM A Tudaay SCG ‘lunjsn%msmjuLﬁﬂa"luﬁﬁﬁsanm”wu 1l
1A Asudvsiiugiunilenavasansiaugluuy
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BCM in SCG

A92UN1ITVIvVIU2Aay BCM

Process Assets Technology Communication Information

Initiate business Ongoing
continuity e e 2l Embed BCM assurance &

management maintenance

the business strategy the strategy

BCM U3/ l2fuurdavidrAadnaviawishauasaaviiiiuavansauiiviiaid
U uausa92avnITIaTENAIIUNTINTINIUSTAINAZUIA ITITLANT
IIMAAAERIATUUAT IsanidugsAaana lillaae v ls saudvanavlviaiiua1Agy

, - 1
uaslalanulugsAlavls....
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BCM in SCG

People Process Assets Technology Communication  Information

[«] " " .
llllllll business Ongoing
continuity tl:\r;dti::it:::s Di‘;re::: the Impslar:t tttttt Embed BCM assurance &
management / hebusiness g strategy g7 strategy maintenance

1. Initiate Business Continuity Management :
U5MTAEA DN TR UINGILATEFULURINNFITE AL
819 gavdadsduniinuin udEnazsvinayls  finnge
ALY UNRISI UNNTURA AL

“i\_\
BCM Ve
gutitiaya1n195:39AY | \‘~ \
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BCM in SCG

People Process Assets Technology Communication  Information

Initiate business Ongoing
continuity th b sssssss Dev str Itp the Implt r:teent the Embed BCM assurance &
management €8y 8y maintenance

gagtilufinattvdefiuluaideau 53436a9WsaN T1A5 UG DY
udvinsy savuaslanluwdialinaugua tiadnauviiniouala
1auvinenm
lidnasiinaylsdu 1siassnaATuduanAunA Tl Lwszil@a

v v
al

auLtiludiaandw

ANTUIMITANUGAALTAYUAYFIARTUFO 1 UNITAIRNLAYU U3a BCM
Jutfludrmaulvidu SCG

nuE AsEpAgY
2 o 1 S
n?sun7gaANIs Ivg) 194Ta
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BCM in SCG

People Process Assets Technology Communication  Information

A92UANISVIVIU22ay BCM

2. Understand the business:

. szuﬁanssuﬁdjﬁmuazm%’wmnsﬁﬁui‘]usiamsmtﬁuﬁsﬁa LAY
Usziiupnuidavauaiatindugsfialnaladindasiia Risk
Assessment way Business Impact Assessment

. 3U6UV5KU1S BCM a1y n1sdadeniialfifinisantdy
(Emergency Team/Emergency Response) n153aaviiu
Uf1idinseiae (Local Management Team) s usuilagiulsgonu

. MsWasuTiNMbaIuAa1Y adandseanu Q‘ ’.‘7.
ANuNNiannAARIu laadinsssuauiufazay , SCG
Tuusiagsinunigouan liatnvdaiau é, J) N
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BCM in SCG

People Process Assets Technology Communication  Information

A92UANISVIVIU22ay BCM

3. Develop the strategy:

Aanagnsiiasusiaduanudas iy dudeluany
LR evaadtad I aLviLduILA Wz gitintvitnualIwtin
Lnseenagluaussaulisusaauyudinusle Asia
NI ANIRUANRITRINEIIFINTA LagwatiuINnANNLREN

; & o ; al s v A = ol
w9 Anuludinud liadluaanlnaanAngn 49tIan
siavlavuazleiansaussnaluaugels lunns
NVUNUatNYTAnNLAaTufiaA LR
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BCM in SCG

People Process Assets Technology Communication  Information

A92UANISVIVIU22ay BCM

4. Implement the strategy:

aanu,futuLmumu‘mwsauaouaﬂgum"l,m'so L"}.l'u ANV
LAN1TOIINUVIIN u,mmaomnwunmu“tﬂmmumumﬂﬁu

o MuuUaIadaNLliLluauINaLInlnu
o AvlTasusUszinn lnuuIAUAU
o laistonuliii AgeavdNdszuulansadsun1svinvIu dnaunwitaas

Triwsauvinvuaatiiag'la i uininaa 'l
f'\,. 7NN

@<

[~ a c @& | 1
o ANULEYAAIAULNASLIGLTuALNY'lS
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BCM in SCG

People Process Assets Technology Communication  Information

) L . .
llllllll business Ongoing
continuity t:r;dlfur:it::gs Di‘;f;?: the Im;;l;r:tint e Embed BCM assurance &
management 3 8y maintenance

4. Implement the strategy:
B 4
a1lunaaaviiiaazignninlvaan uaaIuAalunseanls
us liauliavinasy  (r1asuav nsfuaauansay  Fourvasiaiaas
uisandn 9 duaveau sy Gvivulva v iagadoseuy
szliﬂwmmb wamnmnmzm/nfzﬂzliﬁ ll/ﬂliﬂdlﬁﬂl/?ﬂlﬁﬂ U
a2 linaaavvir dusuas luiutigym 1



BCM in SCG

People Process Assets Technology Communication  Information

A92UANISVIVIU22ay BCM

5. Embed BCM:

awmammwmﬂmmﬂ‘l,umnml,muamummmﬂm
nugsia (Critical Resources) Tmﬂmm?j?jm‘m‘lmmuum
ANNTUN AL aamsu,auvlnansu‘lwwunmumnmwmim
IUNTIURIIUUIN LLmavﬂumaomav”l,sma‘lmlanmﬂmum
n3edu Lw'swuau“l,uumumu‘lumam'ﬁsnaﬂﬂmnLﬂu
ANV UU
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BCM in SCG

People Process Assets Technology Communication  Information

° " :
Inltlatepuglness Under: t il Develop the Implement the
EEIR iy the business strategy strategy
management

5. Embed BCM:

U9 IuE 1A IUNIETNOA 1TUAVTIavAnTaavs..... wilnv1u 3-4 uiiu
AU TT F115a5567 laviuaiaeIniulas iws1sia5aun15a 29 nilul

LUOHRIWUAV UL TUGT WUy IR INE 188 ALgTAINYI19 U L3/ g 3in

LAAAINAIINYII LEIATAAT) O185A8 14150 LViAI142/281L R 2ATALATIWITAI

la 127y 2282 WaWVIVATALATIUASIAIIaL I 1dawiing1y X
1wl391asauniraL luvitaandt wilnvIUAWIANREIIULIENTT

22t1a9ANT LI TINaa
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BCM in SCG

People Process Assets Technology Communication  Information

A92UANISVIVIU22ay BCM

6. Ongoing Assurance & Maintenance:

A1ATIANTIATZLIUATTVININUY [Tl auIuTNelT
famdAnNTnLEe uAugaunTaliduanaziulleILNuIu
Mmvlhisgusaladleasy  diudgenndavansaslunisvineu
Walvinnadvfvastauldanenin  uagstiuldeuihvunai
1917
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BCM in SCG

ANTWeNUY BCM a1ag SCG

7l 2554 : Weuun BCM ud7L&5a

« 13Eneaalu SCG W’mmLmumsﬂaaﬁ’u/nﬁmmqmLa’fiﬂa (Risk
Mitigation Plan) wasununisetiiugsiaatiivsiatiiay (Business
Continuity Plan: BCP) tiafuiiafun1sngausdnni1ggsna
(Business Disruptions)

¢ F9uUILIIY Corporate BCM Office iluguenarvlunisasiasau
uazdseifiuanuiievNnasginansenuaan1saiiugsiauay SCG

ununasiau BCM 21av SCG : Ingauniiannsia il 2554
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Case Study:

Flooding Survival Approach

SCG Crisis Management Team

Managem

ent » Corporate BCM Office
* Ensure the e - Business top management
safety of Corporate updated « Facility
S5CG’s BCM situation to all [EEE gl

: . nication . .
properties Office level of « Corporate Communication

and facilities employees « CSR
o IT
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Case Study:

Flooding Survival Approach

SCG Model : nagnsuIIngauinannsne

Crisis Management Team’s Task

Corporate BCM Office

* Monitor flooding situation from various
available sources of data

* Analyze and predict the situation

BU Top Management
* Make decision on the business issues

* Ensure that business can perform
continually during crisis

31



Case Study:
Flooding Survival Approach

SCG Model : nagnsuIIngauinannsne

Crisis Management Team’s Task

szmeit 9/2554

o ' a o °
H R 1999 N1998NUIRISzanT] 2554
* Ensure the well-being of all employees B DL DL PP DL PP DD PE DN
. . . aile medneRunedalrsdtldmiiminess sttty e
* Provide accommodation, transportation, . il o . o "
food. etc. t | duri . winewssALUfIRNg deuinuuaniainilull 2554 1 HdmquUsvasAinausam
21008 5 SIS U 21104 A= e LIS AR anuipesseutesminemdEFuranssnuangnndelutaquiulaebildidumsaufly
farfeAumsimanyanatasidnusedieln  UiAsaudvaEensaneiy
medatlssantidmiidse ¢ Wiiiulumadeiidunnimsnuypeamiieus
e iy
Wkt 20, 3 Pl (Ut ng
2o ras NG A3 10
[ 4 £ Yo : ‘;“.:,"'.1/"
R WS U3 seane)
. e
P S ;"‘ - ""‘" g7
- el TLEEE
[
[
[ I v 3
¥ Al
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Case Study:

Flooding Survival Approach

Crisis Management Team’s Task

Facility

* Prepare and prevent all critical
buildings from being flooded

IT

* Ensure IT related work processes can
be performed normally during crisis

33



Case Study:

Flooding Survival Approach

SCG Model : nagnsuIIngauinannsne

Crisis Management Team’s Task

BCM wafuii 17 Suil 23 aman 2554

- - SCG wvdia tvavilavimsaudviuansii 28 a.a.
Communication . -
nussiuiidathdssnmasauanavaanaaiudiud
szmasuaranainsaniiuirinunn
° CO ntl n u a I Iy CO m m u n I Cate th e S It u at I O n mumnuﬂuwuwwntumuaanwmwumuﬂs Lay: ﬂ%ummwnwuvi um‘mt?iuavi:mnmﬂ‘nmu"lmﬁwua ﬂ\TIi'IJ. Lvialuwunmmmsnmsuu
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Call Center gutiilszanuviuzinenvidavninim SCG
ns, 02 586 1630-34 anan 24 2107y
Tlhﬂ"mv“ﬂulﬂ'llﬁ-hﬂliﬂ? rmmuvmuuia‘lnium‘mmnamnmawunwuvmvuﬂn
oo fan dvinilel

9 tadAualunistiandi vraamnu duafasnuacuanaa - tAanMadaanfgtaefIna was

: & 8 o oo ar a o o & o & o
1. fawszdhdnse Taunsuiuiivinands dasaauaams lvhludiud (Call Center mylvhuasrats 1130 wWia ms

L a ' & . & JE = gy ' a ' b v a w w -
Tshdaunima 1120) Fratuldinsiwlibluiuiviald wniimsiwllshubidasivenuszioszdailudiens

e A g & oy, af o, Y . a e a =W = o ' g q
2. INIRTTIIWUNLIL W%‘r’l'lklﬂ‘ﬁklw'l'r‘l‘li.l‘ﬂd BEAINH AN TR nwanmﬂom%ﬂauum:mmunma LLR:{E'IEJ\]A*I?\N]N

@ 9% gy o @ & E Pl = @ [ T S
S00LTE 1 5096 WD Sout i wannale gealo s Wio 8 nera AR RrAE 7 7w talasnums

'\ '
]
Ca ¢

= = Y ¢ o = a = - . ¥ o & . v .
qn'lvlmqa aafuidalss 1w Ay uastlaanuiasu a:1 wasIasinaem g nmwwmww"mghumﬂaamu,
& o - A gs v d ¥, w = - & o4 & o = .
uananik maiﬂwﬁﬁmnmarfndmaa‘;nlwm:mqunmmmw:wmwau*ﬁu L’ﬁaﬁmummua'lm:aaw!dag'lu

BN

34



Case Study:

Flooding Survival Approach

Crisis Management Team’s Task

CSR

* Hand out flood relief supplies to flood-
hit communities

* Initiate various CSR activities e.g. big
cleaning day
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Case Study:

Flooding Survival Approach

SCG Model : nagnsuIIngauinannsne
When you are in crisis...
« Top Management Involvement and Commitment
« Making decision sharply
« Communicate immediately and consistently with unified message
 Standardize critical working processes
« Thoroughly Analyze and prediction of situation
« Don't rely only on single source of data
« Health, life, and safety are the top priority, not the busir

 Always exercise your ERPs and BCPs
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Case Study

Flooding Survival Approach
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