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The Three Lines of Defense Model

Governing Body / Board / Audit Committee
Senior Management T

1| 1 1

1st Line of Defense

2nd Line of Defense 3rd Line of Defense

Financial Control
Risk Management

Internal
Control
Measures

Management Internal

Controls Audit

Inspection

Adapted from ECIIA/FERMA Guidance on the 8th EU Company Law Directive, article 41
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The internal audit balanced scorecard:

Effectiveness
Rapid and effective start up
Continuous improvement
Quality standards
Practical recommendations
Customer/stakeholder satisfaction

Quality
Professional staff
Specialist technical skills deployed
Appropriate methodology

Sector perspective
Assurance

Understand and meet needs of
Audit Committee

Effective communications and
relationships

Credibility of the team
No surprises

Value added
Protection of stakeholder value/interests
Identify risk mitigation opportunities
Robust, balanced opinions and advice
Early waming systems
Cost reduction

Efficiency
Quick identification of key business risks
Focus of audit plan on key risk areas
Effective use of technology
Rapid response to emerging risks
Effective timetabling to meet the business need

A
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Risk ID Process Control Strength of Process risk | Considerations for test procedures
risk - control design | - Residual
Gross

1 High A Strong Low Test if contral is operating and ef-
fective as designed.

2 High B Weak High Control inadequacy issue is noted.
Reevaluation of control design is
recommended.

3 Mediurm [ Strong Low Test if control is operating and ef-

fective as designed. Risk may be
over controlled. Consider a cost-

benefit analysis.

4 Low D Strong Low Mot a focus.
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Audit Process
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Planning

K

Fieldwork
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Entrance Meeting IJ—
1

Exit Meeting

1.Diseuss planned audit
2. Solicit input
3.Explain timing and resources

1.Discuss audit results
2 Resolve ions and

3.Diseuss corrective action plans
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Efficiency
gain

Data
Analytics

Now Future

Figure 4. Efficiency of a dato driven internal audit. (by Rondstad and KPMG)
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Internal Audit Processes

Audit Engapement Plan Audit Report
; Annual Audit Plan UM Engagerent Fan Acbon Plan to
Aut Plan Template u\mkng F'al)ﬁ S Implement
w m Pmuram Audit Report Template Recommendations
- Request & analyze - Perform planned tasks || - Perfom audh rafing - Evaluate action plan
relevant documentsnio, and tests - Prepars audt ereated to implament
X} - Stabus meetings deliverables recommendations
o Previous audit resuts | | - Anahyze & discuss - Monitar milestones
o Significant detected issues established in the action
intemaliexternal - Set level of Impartance plan
changes since for datected imsues. - Document monitor
prenious audit - Repor & review activities and status of
o Business plan & self- detected issuas racommandations.
assessments - Document & review
- Prepare Engagement tosts parformed and
Audit Fian Document resulls
! Audit Plan pvortang Papers Compietad Rating Model Follow-up
Dacument |ssuec |.o audited unit(s) Audit Repart Documentation
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1. CIA - The Certified Internal Auditor

2. CCSA - Certification in Control Self-Assessment

3. CFSA - Certified Financial Service Auditor

4. CGAP - Certified Government Auditing Professional

5. daaudsy¥Suau1e CPA - Certified Public Accountant
6. CFE - Certified Fraud Examiners

7. CBA - Certified Bank Auditor

8. CISA - Certified Information Systems Auditor
9. CISM - Certified Information Security Management
10. CISSP - The Certified Information Systems Security

Professional
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The Institute of Internal Auditors (ll1A)

an13Iwin® Tuwszususigudus
Association of Certified Fraud
Examiners (ACFE)
The Bank Administration Institute
(BAI)

Information Systems Audit and Control
Association (ISACA)
International Information Systems
Security Certification Consortium
((1ISC)2)
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