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nsilasulasidrAuain COSO 1992

1. shwidnms 17 danlifudadmualundazasdlsznon (Applies a principles-based
approach)

2. smlisaouluanunmesvesdii manawguiidazinina (Clarifies requirements for
effective internal control)

3. wwvauvavasinaszasaiuminese (Expands the reporting category of
objectives)

4. inTiganuTunihiimadmuainglszasdifedunawquane T (Clarifies the role of
objective-setting in internal control)

5. miliiannufsuasanizamauazmsmuiuay lus=duTamasand (Considers
globalization of markets and operations)

6. mivayunanvasmsmivgua (Enhances governance concepts)

Source : Adapt from Internal Control — Integrated Framework, COS0 2013
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nsilasulasidrAuain COSO 1992

7. ilsdsanuuandiavas unagian uas Insaaiuesans (Considers different business
models and organizational structures

8. ilsminnudesmanazanududouves nguue szbsy fetiduuaznassitneatos (
Considers demands and complexities in laws, rules, requlations,
and standards)

9. MidsnnumanTiiideanuianuaunin uazanuaszndn luning (Considers
expectations for competencies and accountabilities)

10. a=Roudsanudidyvauna lu ladndiunniu (Reflects the increased relevance of
technology)

11. duasulimilifinnudrdgvasmsdadumaniia (Enhances consideration of anti-
fraud expectations)

Source : Adapt from Internal Control — Integrated Framework, COS0 2013
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e |t fakes 24 months on average to catch employee fraud

Initial Detection of Occupational Frauds*
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Uszinnnesnoelny UszinAlne : IRIBIUBWN
mstmindiulmdiae 29% 28% 30%
minaindoinamaligd 17% 13% | 12%
Aafsdunazms IEuLY 24% 14% | 13%
msvianidu 6% 3% | 4%
maasdanindgdumatiygn 11% 4% | 15%
A TYNTINAUY 13% 6% 7%
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Fraud Case Related to Internal Control System
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Fraud Case Related to Internal Control System
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Internal control is a process, effected by an entity’s board of
directors, management, and other personnel, designed to
provide reasonable assurance regarding the achievement of
objectives relating to operations, reporting, and compliance
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Source : Internal Control — Integrated Framework, COSO 2013



Identifying Key Controls

Common Basic Internal Control Principles

7

(4 2 3 |
{ ﬁ“ . fﬁ T\!I f?g

Establish Responsibility

e Assignh each task to only one person

tmn

Segregate Duties
 Don’'t make one employee responsible for all parts of a process

o aﬁ-cgegg Restrict Access

;R s:“‘f‘_;: " | « Don't provide access to systems, information, assets, etc. unless
&= J needed to complete assigned responsibilities

—

1 Document Procedures and Transactions

* Prepare documents to show that activities have occurred

Independently verify

e Check others’ work




Identifying Key Controls

Understanding Control Design

Good Controls are:

« Focused
* Infegrated
« Accurate
« Simple

« Accepted

 Cost Effective
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"The Alien Auditor"

One more time. ..
How does that help
my business?

"The Typical Manager”




Key Points

 Need to connect Objectives, Risks, and Controls

* Five interrelated components of Internal Control
1. Control Environment
2. Risk Assessment
3. Control Activities
4. Information and Communication
5. Monitoring
« Along 3 main objectives
« Operations
« Reporting
« Compliance
« Across the organization, down to the process functions

« No silver bullet /ﬁj

« Should accompany process documentation efforts
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§ |
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m ’|'

Monftoring Actiyities
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COSO’s 17 principles of internal control — summarized

Control

environment

Risk
assessment

Information and
communication

Demonstrates
commitment to
integrity and
ethical values
Exercises oversight
responsibilities
Establishes
structure,
authority, and
responsibility
Demonstrates

commitment to
competence

Enforces
accountability

‘o

Specifies suitable
objectives

Identifies and
analyzes risk

o Assesses fraud risk

Identifies and
analyzes
significant change

>

.

J

Selects and
develops control
activities

Selects and
develops general
controls over
technology

Deploys through

polides and
procedures

L

>

Uses relevant
information

Communicates
internally

Communicates
externally

Conducts ongoing
and/or separate
evaluations

Evaluates and
communicates
defidiendes

Source: Audit Committee Brief, March 2014. Delkeitte Development Corporation. Allrights reserved.
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