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Perceived factors that contribute to frand

Incentive for a person to
misappropriate cash/assets.

Opportunity allows a Rationalisation

person to carry out the allows a person to

misappropriation of intentionally

cash/assets. misappropriate
cash/assets and to

Usually exists when there is justify their

lack of controls. dishonest actions.

PwC’s 2016 Global Economic Crime Survey, “Economic Crime in Thailand” P.8
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NAYTUIRENISINA Fraud :

Which industries are at risk?

1

Technology
A
Chemicals Pz
il = 5
Hospitality &
Leisure i ]

Global
Economic
Crime Rate

PwC’s 2016 Global Economic Crime Survey, “
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Economic Crime in Thailand” P.9

sumsnanaa ansumsio “vu”



HATUINENIFINA Fraud (AINUsELANGSNA) :

Top five types of fraud in the FS sector

%
Top five types of fraud in the non-FS sector &

Bribery and Procurement Accounting  Human resources
misappropriation corruption frand frand frand
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PwC’s 2016 Global Economic Crime Survey, “Economic Crime in Thailand” P.10
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The seven most pervasive economic crimes
reported by our respondents over the two-year survey period

Thailand 2014 vs. Thailand 2016 — All sectors

Bribery and corruption Procurement fraud

oo
iy L

Human resouree fraud Accounting fraud Money laundering

® Faud likely to happen in 2016 and 2017
@ Fraud happened in 2014 and 2015
@ Fraud happened in 2012 and 2013
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3. msmsrasaulassmanalulatisrsawna (Quality Assurance IT
Project)
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* IT Planning and Organization

— IT Steering Committee
* AMuuUAUlaLNEATUNALUIAE RIS ULNA

* WarstunlAsanisuazauilssunod IT

* AAMNNANITANUUNITATUAITRULNAARIDY éﬂ’é‘
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- IT Organization Control
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Audit Concern
ngx A 1191U Programmer
Y] o 1 dl 1%
inldnnunguaubion Tae
LANNZINUNAN B

System Analysis

Appl. Program

DC. Operation

——> System Program

Librarian

Security Admin

Data Backup

—> Network Admin

Database Admin
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* Development and Implementatlon
Control :

— Business Requirement

— Feasibility Study (User agree & signoff)
— System Analysis and Design (Documentation & User S|gnoff)
— Coding Program

— Program Testing (Test Scenario , UAT , User Signoff)

— Data Conversion (Data Reconciliation & User signoff)

— Implementation (System doc. & Training Manual)

— Post Implementation Review

(Problem logging & Change Procedure)
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* Information Security Control
— IT security Policy and Procedure
- WlatngamuanNlaaniauazssiiaul i

* ARANNANATYVDITEULLASUANA
¢ HNTMUUARUITISURATAU

— User Access Control Feature
« Password Policy
» User Authorized Matrix

— Logging and Monitoring

[~
e gTeIELININIgLNU Log

— Physical Security

o memuqumiﬁhaaﬂ ., Room Environment
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 Maintenance of Existing System Control

— agransUJURAINsEIdaUNISWRILISE UL (SDLC)

— Change Management
« Changed Detection Program
« Changed Request Form

nnnsilagunilagluszuy azaasdl Request Form

.
——
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« Computer Operation Control
— Operation Schedule/Time table/Control Procedure
. frasvhaumuATiauasdunaunsl fiiRnu

— Service Level Agreement: SLA
— Data Backup Procedure
— Disaster and Recovery Plan: DRP

© MSUEULNY NITNAFAULAY Lazn15UsuLlganey

.
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[2. n1sAUANNIElULRNIZIY (Application Controls) ]

(- >4

nYlszaan

Completeness ﬂﬁmfmaffu%iummauugcﬁmmi@a&m)

Accuracy (anugnsaspsenunnilsznisurastiays)

Validity ( avussvnaunaaasiaya)

Restricted Access to Data and Physical asset

( NIFINAMSENTITDYAUASRUNSNE)

CAVR
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[C AV R] lalagnisaruAntays

¥ o

— 2iayauan (Input Control) 38015 ANT AINANADS
— n15uszu2ana (Processing Control)

—~ dayanaans (Output Control)

.
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* ARENNITAILANANNANARITRITIENITURNA

— Check digit validation (n13ANUALATINANAATINEUBSLATITT)
— Range Check (11 1ayaT4818U899nA" )
— Limit Check (114 a1ineRulunisnauanng ATM)

— Sequence Check ( Luaantananslidnniu )
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. WANANNTLETzULARNNALARSTEAlRNITASIAFAL LNAYN

oy = dl =
mez"luv?man (Substantive Test) ”LaiummLaﬁfamfa‘lmwum?muﬂumﬂu LAY

AA9YIINNINAFDLANNYNABITDITIENT

Generalized Audit Software: GAS

Custom Audit Software:

Test Data

Concurrent Auditing

Techniques

i ACL software

a A % dal di al
ULUNTAN LN TLNLES LN TeIL gL
Output i LT84 User

Tman19a319 Test script wazin Program
289 User 11 Run fiu Data test

NMIATIRADLNNANNNALNATDITDYA

dl = 49/
NRRU LT UL
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« Concurrent Auditing Techniques
Huntsmsagaudayaluszuuinant dananain ANEALNG
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Agluazszitiey
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-wunlddinansziday

-UBYARD LUNNNATA
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Quality Assurance IT Project)
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(Planning) (Audit Program)

N1TT1ENTUANITU FIENIUNITATIANADUL

(Communicating Results) (Audit Report)

FIENTUNANITLA UL UL
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Audit Analysis Database
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(Audit Analysis Database)

@ — | Core Banking

=
B0 wm =
=

@ — | Back Office ,etc

{6uueqmg ereq ]

IT Auditor Analysis

- CDM

(Collective Data Module) )
| T— r

——

v
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- Master Data
- Transaction Data
- Configurations Data

Logs

Audit Analysis Database

081205 105637
081205 105638
081205 105638
081205 105639

081205 105643 -~

081205 105643

081205 105648
081205 105643
081205 105648
081205 105648
031205 105649
081205 105649
031205 105649
081205 105649
081205 105649
081205 105649

--> Begin Check-Qut of Document "News"
--DB(Get file "A1" from BLOB) 0.75
Copy File "News.indd" from Server
Open file "News.indd" 0.8

> End Check-Out of Document "News"
Save Document “News.indd" 0.1

--> Begin Check In Document "News"

--> Begin Save Version of Layout "News"
--> Begin Create Geometry File in Datcbase
Save a Copy of Document as "K4_BLOB_Temp_SD" 0.5

--DB(Store file into BLOB) 0.15 0.68

Store File "K4_BLOB Temp_SD" in BLOB 0.3
--» End Create Geometry File in Database 1.4

Make Preview Picture 0.1

--> End Save Version of Layout "News"

-=> End Check In Document "News" 1.6

0.8

5.4

1.5
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HAsIadaussULnAlulagaIsaumaA (IT Auditor)

1. NNHEAUNITATIAFAL
© HIUNUNATIAFAL
- ¥ Certificated gnsaagay IT
2. nweau T
¢« HUUA T
AUNISANHIAU IT
3. MNBLATUGTNTTNUANUDITUIAS

¢ HNUNUANUGINTTHNANURIDIANG
lusemAu Supervisor
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(Information Technology Auditor)

i@A Er‘ti‘fi&ﬂ

* Internal Auditor -> | foniEs
Thailand R T I

* Information Technology Auditor -> ‘HSABA CISA S T

Trust in, and value from, information systems

° |nf0rmatIOn Secu nty AUdItOr -> (ISC)ZQINSPIRINGA SAFE AND SECURE CYBER WORLD.

Certified
Infarmation

Ml | Systermns Security
OINNY S | Professional
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(IT Risk Management)

SUNATSDIANSAVIASEH

2.1 IT Risk

2.2 NFTUIUNITUTUITAMNLAEL

(ANNLAEY — a8 deg — USZLNUAMNLAL — AANITANNLA )

2.3 nsalMmIatng- N1sUsEIAUANNIALSAY IT U9 694,
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2. NNTUTUITAANITAMNLRLIAY T

(IT Risk Management)

AN LANSaNARITEUU IT (Available)

\/ \/
0‘0 0‘0

N1TLND9TaY A lussUL IT (Confidentiality)

4

% AINQNABIABYA LUTEUL IT ( Integrity)

L)
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(IT Risk Management)
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2.2 NFTUIUNITUTUITAMNLIAL

(ANNLAEN — aqedeg — UsZtNUAMNLASN — AANITANNLA )

{
@Management
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